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FOREWORD BY THE DIRECTOR GENERAL OF HEALTH

Assalamualaikum Warahmatullahi Wabarakatuh and
Salam Sejahtera,

Alhamdulillah, | give thanks to Allah SWT, for by His
grace these Guidelines on Consent for Health Data
Processing have been successfully completed and
implemented. These Guidelines represent a significant
milestone in the efforts of the Ministry of Health Malaysia
(MOH) to strengthen the governance of health data in an
integrated and comprehensive manner across all levels
of the nation's health facilities.

The ethical and responsible processing of health data is the cornerstone of a health
system built on trust. Through these Guidelines, MOH establishes clear procedures
on obtaining the consent of Data Subjects, notification of data processing, the rights
of individuals, and secure and controlled mechanisms for the disclosure and sharing
of health data. The meticulous development process, spanning more than two years
and encompassing engagement with a wide range of stakeholders, public
consultation, legal review and pilot implementation at eight selected health facilities, is
testament to MOH's commitment to ensuring that these Guidelines are practical,
relevant and capable of effective implementation.

| urge all healthcare personnel, facility managers and stakeholders to treat these
Guidelines as the principal reference and to apply them in the day-to-day handling of
health data. May this worthy effort form part of the legacy of MOH's digital
transformation, one that places patients and the public interest first, in line with the
nation's aspiration towards a health system that is of high quality, safe and resilient.

Thank you.

i DR

Datuk Dr. Mahathar bin Abd Wahab
Director General of Health Malaysia



FOREWORD BY THE DEPUTY DIRECTOR GENERAL OF HEALTH (RESEARCH
AND TECHNICAL SUPPORT)

Assalamualaikum Warahmatullahi Wabarakatuh and

Salam Sejahtera,

Praise be to Allah SWT, by whose abundant grace these
Guidelines on Consent for Health Data Processing have
been successfully published. My highest appreciation
goes to the Health Informatics Centre, the Planning
Division and all parties who contributed their time,
energy and expertise to their preparation. This

publication reflects MOH's commitment to health data

governance that is transparent, ethical and evidence-

based.

In an era of digital transformation, health data has become an essential foundation for
system planning, research, innovation and evidence-based decision-making. These
Guidelines provide a firm basis for data processing at MOH facilities to be carried out
responsibly, on the basis of valid consent and in line with the national legal framework.
Four core elements — obtaining consent, notification of data processing, the rights of
the Data Subject, and controlled data sharing — serve to balance institutional needs

against the privacy rights of patients.

| hope these Guidelines will be applied consistently and continually strengthened in
step with technological developments and current needs. To all healthcare personnel
and information system managers, let us cultivate a culture of responsible data
handling in order to enhance public confidence in public health services. May this
publication be a meaningful contribution towards a national digital health ecosystem

that is more sustainable and has greater integrity.

Thank you.

Datuk Dr. Nor Fariza binti Ngah
Deputy Director General of Health (Research & Technical Support)



1. INTRODUCTION

1.1. Scope of the Guidelines

1.1.1. These Guidelines on Consent for Health Data Processing (“Guidelines”)
set out the procedures for handling consent for the processing of Health
Data obtained from Data Subjects at Health Facilities.

1.1.2. These Guidelines aim to ensure that the rights of the Data Subject over
their Health Data are safeguarded and balanced against the needs of
the Ministry of Health Malaysia (“MOH”), which processes such data in
the provision of health services.

1.1.3. These Guidelines are intended to explain —

(a) the procedures by which organisations and healthcare personnel
obtain consent for the processing of Health Data;

(b) the procedures for designing consent in physical or digital form for
the processing of Health Data;

(c) the procedures for designing policies on data privacy and security
for access to Health Data; and

(d) the procedures by which members of the public are notified of the
processing of Health Data.

1.1.4. These Guidelines are NOT intended to explain —

(a) the procedures for obtaining consent for clinical procedures,
treatment or health services;

(b) information technology security specifications for the storage of
Health Data; and

(c) information technology security specifications for access to Health
Data.



1.2. Applicability

1.2.1. These Guidelines shall apply at all MOH health facilities.

1.2.2. These Guidelines shall be read together with the Acts, regulations,

circulars and current Government administrative directives in force in

relation to health facilities under the supervision of MOH.

1.2.3. Inthe event of any dispute concerning these Guidelines, the matter shall
be referred to the relevant Committee for decision.

1.3. Source of Authority

The source of authority for these Guidelines is the policy decision of the
Jawatankuasa Dasar dan Perancangan Kesihatan Meeting No. 2/2023
held on 16 November 2023 and the Meeting of Mesyuarat Ketua
Pengarah Kesihatan No. 3/2026 held on 9 June 2026.

2, DEFINITIONS

The following are the definitions of the terms used in these Guidelines —

Term

Meaning

Health Data

Data about an individual relating to that individual's
physical or mental health, or to the provision of health
services to that individual. Such data may include the
following:

a) data concerning the registration of the individual for the
provision of health services;

b) data concerning payment or eligibility for healthcare in
respect of that individual;

c) a number, symbol or particular code assigned to an
individual to uniquely identify that individual for health
purposes;




d) any data about the individual collected in the course of
providing health services to that individual;

e) data derived from the testing or examination of a body
part or bodily substance;

f) the identification of a person (for example, a health
professional) as a provider of healthcare to that
individual.

Such information does not include information that, either
on its own or when combined with other information held
by the data user, has been de-identified.

Source: ISO/TS 17975:2022(en) Health informatics:
Principles and data requirements for consent in the
collection, use or disclosure of personal health information

Personal Data

Any information which relates directly or indirectly to a data
subject, who is identified or identifiable from that
information or from that and other information in the
possession of a data user, including any sensitive personal
data and expression of opinion about the data subject.

Source: Tata Amalan Umum Perlindungan Data Peribadi
(General Code of Practice on Personal Data Protection),
Office of the Personal Data Protection Commissioner

Health Facility

Refers to hospitals, medical institutions, health clinics,
public health services and dental services under the
Ministry of Health Malaysia (MOH).

Reference: Guidelines on the Handling and Management
of Patient Medical Records at MOH Facilities.

Vital Interests

Matters relating to the life, death or security of the Data
Subject.

Classified
Information

Official information that must be given security protection
in the interest of national security.




Reference: Arahan Keselamatan (Security Directive)

Collect

In relation to Health Data, means an act by which such data
comes into the possession and custody of a Data User,
whether at the first visit or at each subsequent visit by the
Data Subject to the Health Facility.

Disclose

In relation to Health Data, means an act by which a Data
User makes data relating to a Data Subject available to a
third party for a Medical Purpose.

Relevant
Person

In relation to a Data Subject, howsoever described, means

(a) in the case of a Data Subject who is below the age
of 18 years, the parent, guardian or person who has
parental responsibility for the data subject;

(b) in the case of a Data Subject who is incapable of
managing his own affairs, a person appointed by a
court to manage those affairs; or

(c) a person authorised in writing by the Data Subject to
act on behalf of the Data Subject.

Processing

In relation to Health Data, means collecting, recording,
using, disclosing and storing Health Data, including:

a) the organisation, adaptation or alteration of Health
Data;

b) the retrieval, consultation or use of Health Data;

c) the disclosure of Health Data by transmission,
transfer, dissemination or otherwise making it
available; or

d) the alignment, combination, correction, erasure or
destruction of Health Data.




Consent

The permission given by a Data Subject to a Data User that
certain data processing activities are permitted or not
permitted.

Source: ISO/TS 17975:2022(en) Health informatics:
Principles and data requirements for consent in the
collection, use or disclosure of personal health information

Data
Processor

In relation to Health Data, means any person or entity,
other than an employee of the Data Processor, who
processes the Health Data solely on behalf of the Data
User and does not process the Health Data for his own
purposes. For example, third party private laboratories,
data centres, cloud services and storage providers who
provide services to the Data User.

Data User

Means the Health Facility that processes Health Data, or
has control over or authorises the processing of any Health
Data, but does not include a Data Processor. In these
Guidelines, the terms “Data User” and “Health Facility” are
used interchangeably.

Use

In relation to Health Data at a Health Facility, means the
use of such Health Data for all Medical Purposes.

Third Party

In relation to Health Data processed by a Health Facility,
means any person or entity outside the purview or control
of the Health Facility who may provide services to that
Health Facility.

Healthcare
Personnel

Means any person involved in the provision of medical,
health, dental, pharmaceutical and any other healthcare
services under the jurisdiction of the Ministry of Health at a
Health Facility.

For example, medical practitioners, dental practitioners,
pharmacists, nurses, assistant medical officers, allied
health professionals, health enforcement officers and other
relevant Healthcare Personnel.




Data Subject

Means an individual who obtains services at a health
facility and, for the purposes of these Guidelines, refers to
patients, clients, next of kin, guardians or visitors of
patients/clients and the like, whose Health Data is
processed as part of the Medical Purpose and other related
purposes.

Medical
Purpose

Includes the purposes of disease prevention, disease
investigation and control, health screening, medical
diagnosis, medical treatment, public health intervention,
medical research, rehabilitation and healthcare services
such as medical audit, report generation, statistics and the
like; in other words, it encompasses the end-to-end
processing of the Data Subject's Health Data.

Next of Kin

Means a person's closest living relative, including spouse,
children, parents and in some cases siblings.




3.1.

3.1.1.

3.2.

3.2.1.

3.2.2.

3.3.

3.3.1.

3.3.2.

3.3.3.

OBTAINING CONSENT

Requirement for Consent

Consent must be obtained from the Data Subject at a health facility for
the Processing of Health Data.

Voluntary Provision of Data for Medical Purposes

Where, for a Medical Purpose, a Data Subject voluntarily provides their
Health Data to the Data User, this shall be accepted as a form of consent
to the Processing of their Health Data for that Medical Purpose.

Example: Individual A goes to a hospital to obtain treatment. At the
registration counter, Healthcare Personnel request Health Data and
Personal Data from Individual A and he provides that data. In this
situation, consent is deemed to have been obtained for the processing of
the Health Data for a medical purpose.

The collection and processing of Personal Data and Health Data from
patients for activities other than medical purposes will require separate
consent.

Methods of Giving Consent
Consent may be obtained by the Data User by any method, such as:

(a) by conduct, action or speech;

(b) signing a consent form;

(c) selecting a consent option within an information technology system;
(d) consent given through an authorised person; or

(e) any document in written or electronic form.

Data Users are advised to use a method of obtaining consent that can
be documented where the Health Data collected contains classified
information or carries medicolegal implications.

Where the Data Subject lacks the mental capacity to give consent, for
example where he is unconscious or injured at the time of registration,



3.3.4.

3.3.5.

3.3.6.

3.3.7.

consent may be obtained as soon as he regains consciousness or from
a Relevant Person.

In the case of a minor (that is, a person under the age of eighteen years),
or where the Data Subject is incapable of giving Consent, such Consent
may be given by a parent or a legally recognised guardian.

Consent is not required in the following circumstances:

(a) for compliance with any legal obligation to which the data user is
subject, other than an obligation imposed by a contract;

(b) for the protection of the Vital Interests of the Data Subject;

(c) for the administration of justice; and

(d) for the exercise of any function conferred on any person by or under
any law.

The Data User shall not process Health Data unless —

(a) the Health Data is processed for a lawful purpose directly related to
an activity of the Data User;

(b) the Processing of the Health Data is necessary for, or directly related
to, that purpose; and

(c) the Health Data is adequate and not excessive in relation to the
original purpose for which it is processed.

The types of Health Data collected are set out in APPENDIX A, and the

methods by which Health Data is collected by the Data User are set out
in APPENDIX B.
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4, NOTIFICATION OF DATA PROCESSING

4.1. The Data User must inform, disclose or display to the Data Subject the
details of the processing of Health Data before such processing is carried
out, or as soon as practicable thereafter.

4.2. This notification must be given in Bahasa Melayu and/or English, and/or
in any other language understood by the Data Subject.

4.3. The notification of Health Data processing must contain the following
information:

(a) the information collected as the source of the Health Data;

(b) the purpose for which the Health Data is or will be collected and further
processed with the consent of the Data Subject;

(c) the source of the Health Data collected;

(d)the contact details of the Head/Director of the Health Facility for any
enquiry or complaint in relation to the Health Data;

(e) the categories of Third Parties with whom the Data User will share the
Health Data (for example, other government agencies, medical
service providers, external laboratories and the like); and

(f) the right of the Data Subject to request access to the Health Data or
to require that the processing of the Health Data cease.

An example of a Health Data processing notification is set out in Appendix C.

4.4. Notification of Health Data processing may be conveyed to the Data
Subject through one or more of the following methods:

(a) by giving a printed copy of the notice to the Data Subject upon first
registration as a patient/client;

(b) by displaying the notice (for example on electronic signage or posters)
at prominent locations within the Health Facility;

(c) display on the Data User's website;

(d) by explaining verbally to the Data Subject before collecting the Health
Data or throughout the course of treatment at the Health Facility; or

(e) by directing the Data Subject to the Data User's website.

Examples of the methods of notifying Health Data processing are set out in
Appendix D.
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5.1.

5.1.1.

5.1.2.

5.1.3.

5.1.4.

5.1.5.

51.7.

RIGHTS OF THE DATA SUBJECT

The Data Subject's right to withhold consent to the processing of
Health Data

The Data Subject has the right to refuse Consent to the Processing of
their Health Data by the Data User.

The Data Subject also has the right to withdraw consent to the further
processing of their Health Data by the Data User by submitting written
notice to the Director or the officer responsible for the Health Facility. The
Data User shall cease processing the Health Data upon receipt of such
notice.

However, the right to withdraw consent may not be exercised in respect
of health services that have already been provided, are ongoing, or that
require continuous processing by the Data User. This is because the Vital
Interests of the Data Subject must be given priority.

Where a Data Subject decides to withdraw consent previously given for
any reason, this does not mean that the Data User may not continue to
provide treatment or other health services to the Data Subject.

The Data User shall make every effort to explain to the Data Subject the
necessity and importance of health data processing where the Data
Subject wishes to withdraw consent to such processing.

. The right to withdraw consent at a Health Facility may be exercised in

limited circumstances, such as:

(a) promotional activities unrelated to treatment;

(b) the participation of the Data Subject in clinical trials (which require the
processing of Health Data);

(c) the exchange of Health Data with other Healthcare Personnel,

(d) the taking of photographs of the Data Subject (or any part of their
body) while receiving treatment or undergoing surgery; or

(e) any other purpose unrelated to the provision of health services.

The right to prevent the processing of Health Data may not be exercised
where —

12



5.2.

5.21.

5.2.2.

5.2.3.

(a) the Processing of the Health Data is necessary to protect the Vital
Interests of the Data Subject;

(b) the processing of the data is necessary in the interest of public health
or for disaster management; or

(c) other grounds as provided for under existing regulations and Acts.

The Data Subject's Right to Access Health Data and to Report
Factual Errors

The Data Subject has the right to make a written request to the Health
Data User for access to their health data.

The Data Subject also has the right to inform the Healthcare Personnel
treating them of any factual error in their personal data or health data.
However, the Data Subject is not permitted to alter any clinical entry made
by the Healthcare Personnel treating them during the course of medical
consultation, diagnosis and management, as such entries are made on
the basis of the clinical judgement exercised by the Healthcare
Personnel.

For the purpose of correcting and updating personal data, any change
must be documented, whether by written record or digitally (digital form
or audit trail log) or the equivalent.

6. CONSENT FOR THE DISCLOSURE AND SHARING OF HEALTH DATA

6.1.

6.1.1.

6.1.2.

6.1.3.

Disclosure and Sharing of Data

Subject to paragraph 6.2, the Disclosure and sharing of Health Data
belonging to a Data Subject is limited to the purposes stated in the
consent and the notification given to that Data Subject.

The disclosure and sharing of Health Data shall be managed in
accordance with the Akta Rahsia Rasmi 1972 [Act 88], the Arahan
Keselamatan, the Akta Perkongsian Data [Act 864] and any other
relevant Acts, Regulations and Circulars.

The disclosure and sharing of Health Data must be guided by the

principles of the Dasar Perkongsian Data Sektor Awam (Public Sector
Data Sharing Policy), namely —

13



6.1.4.

6.1.5.

6.1.6.

6.1.7.

6.1.8.

6.2.

6.2.1.

(a) data is shared on the basis of need and with consent;

(b) data is shared securely; and

(c) data sharing adds value to public services, the people and the
nation.

The Data User shall safeguard the privacy of the Data Subject's
Personal Data by carrying out de-identification through masking,
anonymisation and aggregation where Health Data needs to be shared.

Health Data that has undergone de-identification through masking,
anonymisation and aggregation may be shared subject to the controls
imposed by the department or organisation. The data user shall ensure
that no disclosure of Personal Data occurs during such sharing.

The Data User shall take steps to ensure the security and protection of
Health Data.

The Data User shall take practical steps to protect Health Data from any
loss, misuse, modification, unauthorised or accidental access or
disclosure, alteration or destruction during the processing of Health
Data. This includes the selection of the technology used to implement
the protection and security of Health Data, in line with the MOH Cyber
Security Policy.

The Data User shall ensure that the sharing and disclosure of health
data is documented, whether by written record or digitally (digital form
or audit log) or the equivalent.

Disclosure and Sharing of Data for purposes other than those
stated in the consent and notification given

The Disclosure and Sharing of Health Data provided by a Data Subject
for purposes other than those stated in the consent and notification
given to that Data Subject, as set out in paragraph 6.1 above, may be
carried out subject to controls imposed by the department or
organisation in the following circumstances:

(a) the Data Subject has given consent to the sharing of the Health Data
for that other purpose;

14



(b) for the purpose of detecting crime or for the purpose of investigation
in accordance with the investigative procedures provided for under
any written law;

(c) the disclosure or sharing of data is required or authorised under any
written law, for example where a hospital is required to furnish
information to the District Health Office in the case of a notifiable
disease;

(d) the sharing of the Health Data is necessary in the public interest;

(e) the sharing of the Health Data is necessary for another government
agency; or

(f) compliance with an order of court.

15



7. SPECIFIC ISSUES
7.1.Medical emergency situations

(a) During emergency treatment, Healthcare Personnel are entitled to
access the Health Data of the Data Subject. This applies to situations
where the Data Subject has lost the physical and mental capacity to
give consent, or in urgent circumstances that make it impossible for
Healthcare Personnel to obtain express consent for the processing of
Health Data.

(b) Where the Data Subject regains mental capacity, the data user must,
for purposes other than medical purposes, obtain the Data Subject's
consent to the processing of Health Data, to the extent of access
appropriate to institutional practice.

lllustrative scenario:

Background: Hospital A is one of the study sites for medical research relating to
patient recovery in the emergency unit.

Situation: Patient A is brought to the Emergency Unit in an unconscious state. The
medical staff require access to the data in Patient A's medical records. The research
team at Hospital A also requires Patient A's data for research purposes.

Resolution: The medical team may access Patient A's medical records for the
purpose of immediate treatment; however, this data may not be used for research
purposes unless the study has obtained a waiver of Consent. If Patient A recovers
mental capacity and is able to give consent to the processing of his Health Data for
research, Hospital A must obtain Consent from Patient A for the present and going
forward.

16
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Use Health Data

Yes for Research
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Figure 1 Flow Chart of Consent for Data Processing in an Emergency

7.2.Consent through an intermediary (proxy)

7.2.1. Consent by a Data Subject who lacks the Mental Capacity to Make
Decisions, for Non-Medical Purposes

(@) Where the Data Subject is incapable of giving consent (for
example, he is unconscious or injured) at the time of registration,
consent may be obtained as soon as he regains consciousness or
from a Relevant Person.

(b) In the case of a minor (that is, a person under the age of eighteen
years), or where the Data Subject is incapable of giving Consent,
such Consent may be given by a parent or a legally recognised
guardian.

(c)  Any collection and processing of Health Data from patients for non-
medical purposes will require additional consent. This type of
consent will be required for activities such as the use of Health Data
for medical research, medical trials and the Data User's health
promotion activities, which are unrelated to the Medical Purpose.
Consent for the secondary use of data is discussed under Specific
Issues.

(d)  For an individual who lacks mental capacity, whether temporarily

or permanently, and where there is no legally authorised
representative, consent may be given by the next-of-kin.
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Figure 2 Consent by Proxy Individual

(e) For a Data Subject under the age of 18 years, consent must be
given by a parent or legally recognised guardian on behalf of the
data subject. Where data processing activities continue until the
Data Subject reaches the age of 18 years, the institution must
obtain the Data Subject's own consent if any new data is to be
processed.

lllustrative scenario:

Background: Patient C has received treatment for Congenital Adrenal Hyperplasia
(CAH) at Hospital C since the age of 10. Hospital C is a study site for CAH. When
Patient C was 12 years old, Patient C's parents consented to the use of Patient C's
data for research purposes at Hospital C.

Situation: Six years later, Patient C attends Hospital C again for treatment. Hospital
C still wishes to obtain Patient C's current Health Data for the purposes of a long-
term outcome study on Patient C.

Resolution: The researchers at Hospital C must obtain fresh consent from Patient C
for the use of the current Health Data.

18



7.3. Secondary use of Health Data
7.3.1. Quality Monitoring and Improvement:

Apart from the direct provision of healthcare services to patients, health
facilities also need to use patient data for the purpose of monitoring and
improving service quality. For this purpose, the internal use of patient data
on a need-to-know basis is permitted without the need to obtain the
patient's consent. Data that may contain information about identifiable
individuals may only be shared with individuals within that organisation
who have been granted the right to access such information and who
require it for the official operational purposes of the organisation.

lllustrative scenario:

Background: Hospital D wishes to monitor service quality by conducting a clinical
audit and developing a registry for Myocardial Infarction patients in order to improve
the quality of its services. Hospital D requires access to patients' current records as
well as future admission records at the same facility in order to detect possible
readmissions, which are a proxy indicator of poorer quality care.

Situation: Patient D is admitted to Hospital D for Myocardial Infarction and meets all
the criteria to be included as one of the sample cases for audit.

Resolution: Hospital D may use Patient D's data for audit and registry purposes
without having to obtain the patient's specific consent. However, any handling of
personal data must be carried out only by the staff involved, and audit findings
containing any identifying information may only be disclosed on a need-to-know
basis. If Hospital D carries out such activities routinely, Hospital D is responsible for
informing patients that their data will be used for audit purposes through a Health
Data Processing Notice.

19
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Figure 2 Flow Chart of Consent for Quality Monitoring and Improvement

7.3.2. Statistics and Reporting

(@) As part of the effort to ensure that decisions are data-driven, an
organisation requires statistics and reporting based on particular
indicators. For this purpose, a health facility does not require the
direct consent of a patient to use that patient's Health Data for the
generation of related reports and statistics.

(b)  The decision as to whether such statistics are suitable for public
release is subject to the approval of the approving officer at the
health facility concerned. Nevertheless, the data user bears the
responsibility of ensuring that the statistics reported do not enable
the individuals included in those statistics to be identified.

lllustrative scenario 1:

Background: State Health Department A publishes statistics on certain diseases,
which are made publicly available on State Health Department A's website.

Situation: State Health Department A receives reports from Clinic A concerning
patients with certain diseases, the purpose of the reporting being so that the data
may be displayed on State Health Department A's official website. The reporting is
in aggregate form and does not contain any personal identifiers.

Resolution: Clinic A does not require the specific consent of the patients who form
part of the statistics reported to State Health Department A. If Clinic A carries out
such reporting routinely, Clinic A is responsible for informing patients that their data
will be used for statistical reporting.

20



lllustrative scenario 2:

Background: State Health Department B publishes mortality statistics, which are
made publicly available on State Health Department B's website.

Situation: State Health Department B receives reports from Hospital E concerning
deaths from a particular disease, the purpose of the reporting being so that the data
may be displayed on State Health Department B's official website. The reporting is
in aggregate form and does not contain any personal identifiers. However, the
number of deaths for the reporting period is only one (1) person, with the disease
causing the death stated. At the same time, there is press coverage of a death in
the locality of Hospital E during that reporting period in which the identity of the
deceased is disclosed without mentioning the cause of death.

Resolution: In this situation, Hospital E is responsible for obtaining the consent of
the next of kin of the deceased before publishing that report. This is because the
identity of the deceased and the disease suffered can be indirectly identified.

Data/Statistical £ 3 Notification to the Data may be
[ Reporting J [ processed J
Yes

Figure 3 Flow Chart of Consent for Data Processing for Statistics and Reporting

7.3.3. Medical Research

Some medical research projects require Health Data that was collected
for other purposes (for example, hospital administrative data and financial
data). In general, any participation of human subjects in research requires
informed consent. However, the institutional ethics review board may
grant a modification or waiver of consent on certain considerations. For
health facilities under the supervision of the Ministry of Health Malaysia,
this role is carried out by the Medical Research and Ethics Committee
(MREC), National Institutes of Health (NIH). For this purpose, Section
6.8(iv) of the NIH Guidelines for Conducting Research in MOH, 2021
states —
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‘MREC may consider a modification or waiver of informed consent to
research if ALL of the following criteria are fulfilled:

1. The research would not be feasible or practicable to be conducted

without the waiver or modification;

The research has important social value;

3. The research poses no more than minimal risks to the participants;
and

4. No personal identifying information is collected”.

N

lllustrative scenario:

Background: Hospital F, a government hospital, has an information system for
managing the payment of health service charges.

Situation: Researcher A intends to conduct research on the cost of treatment
involving patients at Hospital F, to be published in an academic journal. The study
aims to identify the most cost-effective methods of treatment in order to improve
public access to treatment. However, the number of patients involved runs into the
thousands and the process of obtaining specific consent from each subject is
extremely difficult.

Resolution: Researcher A may apply to the MREC for a waiver of informed
consent, and the MREC will consider the application in terms of compliance with
the conditions prescribed for a waiver of consent as well as the study protocol.

Yes

Notification and
Processing of
Health Data

Waiver granted

Notification and
Processing of
Health Data

Application for MREC
Waiver

Obtaining Consent

Is obtaining
consent
difficult?

Use of Data for
Research

Figure 4 Flow Chart of Consent for Data Processing for Medical Research

7.3.4. Commercial Purposes

Any processing of Health Data for commercial purposes is subject to the
Akta Perlindungan Data Peribadi 2010 [Akta 709] (Personal Data
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Protection Act 2010), section 40 of which requires that the explicit consent
of the patient be obtained for the processing of Health Data, which is a
form of sensitive personal data.

lllustrative scenario:

Background: Company A is a medical device supplier.

Situation: Company A wishes to obtain detailed data from Hospital A concerning the
patients at that hospital for the purpose of developing medical device products. That
data is contained in the patients' electronic medical records, which were originally
collected for the purpose of direct patient treatment.

Resolution: Company A must obtain the express consent of each data subject,
clearly stating the purpose and mechanism of the data processing.

Request for Health
Data for commercial
purposes

Has Consent been ]
obtained? Data Processing
No
Terminate Data
Processing

Figure 5 Consent for Data Processing for Commercial Purposes

8. CONCLUSION

It is hoped that these Guidelines on Consent for Health Data Processing will be
applied by all Healthcare Personnel so as to ensure that the processing of
Health Data is carried out in an orderly manner while safeguarding the rights of
Data Subjects.
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APPENDIX A
TYPES OF HEALTH DATA COLLECTED

The Health Data collected from Data Subjects includes, but is not limited to, the
following —

(a) medical records and other related information;

(b) disease diagnoses;

(c) treatment, procedures and medication;

(d) biometric information (such as fingerprints, facial scans and voice
recordings);

(e) DNA profiles;

(f) photographs and videos;

(g) medical images such as X-ray, Computed Tomography (CT) Scan, Magnetic
Resonance Imaging (MRI) and Cone Beam Computed Tomography
(CBCT);

(h) laboratory results; and

(i) any other information that may be used to identify the Data Subject (such as
name, address, identity card number, sex, race, religion, occupation, marital
status, nationality, telephone number, e-mail address and next of kin details)
required by the Data User in order to provide healthcare services.
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APPENDIX B

METHODS OF HEALTH DATA COLLECTION

The Data User collects Health Data through the following channels within the
health facility environment, but not limited to —

(a) patient registration forms (outpatient or inpatient);

(b) patient discharge forms;

(c) from any third party connected with the patient, such as next of kin and
guardians;

(d) specific medical procedure forms (surgery and other procedures);

(e) survey forms;

(f) clinical research application forms;

(g) recorded medical images such as X-ray, CT scan and others;

(h) other information or documents submitted by the Data Subject in writing, by
telephone, electronically by e-mail or through the Data User's website;

(i) Health Data obtained as part of the Data User's role as a Data Processor
for a third party (for example, a Data User providing telehealth services,
laboratory facilities and the like); and

() health information technology systems such as electronic medical records,
mobile applications, health management information systems and others.
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APPENDIX C

HEALTH DATA PROCESSING NOTIFICATION

(Effective from: dd mm yy)
(Last updated on: dd mm yy)

INTRODUCTION

SOURCES OF COLLECTION

Your data is collected from various sources, including information you have
provided to us, information from third parties and information in the public
domain.

COLLECTION

We collect personal data and health data, namely name, date of birth, identity
card number or passport number, employer/company name, home and office
address, telephone/mobile number, fax number, e-mail address, occupation,
age, sex, marital status, weight, height, photograph, race, citizenship, religion,
family/next of kin details, medical examination results, medical records,
registration number (RN), medical reports, diagnosis, health information,
investigation results, insurance information, supply records, medication history
and other data required for the purposes stated in the paragraphs below.

PURPOSES OF COLLECTION
We collect your data in order to —

provide medical and healthcare services;

assist with the personal needs of patients;

create and manage medical records and medical reports;

share personal data and health data with Ministry of Health Malaysia
facilities and related institutions;

~owbnh =
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share data and reports with relevant government agencies;

carry out analysis, training and health service improvement activities;
produce reports, publications and health statistics; and

administer and respond to requests, enquiries, complaints and legal
matters.

® N o o

SHARING
We will share your health data with —

healthcare personnel;

MOH facilities and institutions;

government agencies and local authorities;

auditors;

vendors/contractors involved in the provision of health services;
private hospitals and private healthcare facilities;

other healthcare providers;

training providers;

family and next of kin; and

0. other parties as required by law, the courts, regulators or any legal
process requiring disclosure.

SOONOSO RN =

YOUR RIGHTS

We will do our best to ensure that the personal data and health data we hold
about you is accurate, complete, not misleading and up to date. You have the
right to access your personal data and health data. If there is any change to
your personal data or health data, or if you believe that your personal data or
health data is inaccurate, incomplete, misleading or not up to date, please
inform us so that we can take the necessary steps to update your personal data
and health data.

For any enquiry regarding your personal data and health data, please contact
us.

CONTACT US

You may contact us in relation to your health data through:
(Telephone No.)

(Fax No. / E-mail address)
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EXAMPLES OF HEALTH DATA PROCESSING NOTIFICATION

Kementerian Kesihatan Malaysia
komited untuk melindungi
data kesihatan anda

Data kesihatan anda membantu kami
meningkatkan kualiti rawatan anda,
merancang perkhidmatan kesihatan,
serta meningkatkan tahap kesihatan
komuniti.

Komitmen ini dijamin melalui
Garis Panduan Persetujuan
Pemprosesan Data Kesihatan

Ketahui bagaimana kami
melindungi data peribadi
anda melalui capaian
berikut:

APPENDIX D

BAYARAN
TANPA TUNA/
DIFASILITIKKM

Example of a Health Data Processing Notification at a Health Facility
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Privasi

Aplikasi MyUBAT (selepas ini dirujuk sebagai
"Aplikasi"), adalah aplikasi yang dibangunkan
untuk membolehkan pesakit di fasiliti-fasiliti
kesihatan, Kementerian Kesihatan Malaysia
(selepas ini dirujuk sebagai "Pengguna")
memantau bekalan dan penggunaan ubat-
ubatan dengan menggunakan telefon pintar.

MyUBAT dimiliki dan dikendalikan oleh
Kerajaan Malaysia. Aplikasi tersebut ditadbir
oleh Program Perkhidmatan Farmasi,
Kementerian Kesihatan Malaysia (KKM).
Kerajaan memastikan bahawa maklumat
peribadi yang dikumpulkan adalah selari
dengan peruntukan Akta Perlindungan Data
Peribadi 2010 (Akta 709).

Maklumat Peribadi

Aplikasi ini tidak akan merekodkan Data
Peribadi pengguna kecuali dengan
kebenaran dan diberikan secara sukarela
oleh pengguna. Maklumat yang diberikan
oleh pengguna digunakan untuk tujuan
pembekalan ubat-ubatan. Maklumat ini tidak
dikongsi dengan organisasi lain bagi tujuan
lain kecuali dinyatakan secara khusus.

Sultan Idris Shah Serdang -
Farmasi Klinik Pakar 1 (Utama >
- Aras 2)

Ubat Melalui Pos

Klik untuk butiran penuh dan Muat Turun

Perkhidmatan Nilai
Tambah

Bekalan Ubat Susulan
Klik untuk permohonan baharu

Persetujuan
Pemprosesan Data
Kesihatan

Persetujuan anda
membolehkan kami
memberikan rawatan yang
terbaik dan tepat.

1 Pesakit, 1 Rekod
Semak Rekod

Preskripsi
Klik untuk butiran penuh dan
at Turun

Permohonan
~ ax
Ll 2
=9
Utama Bekalan Akaun Notifikasi

Tujuan Pengumpulan

Anda perlu bersetuju dengan tujuan-tujuan
berikut untuk membolehkan aplikasi MyUBAT
berfungsi dengan betul:

1. Penyediaan perkhidmatan perubatan dan
jagaan kesihatan

2. Pengesahan identiti dan kelayakan pesakit

3. Pengurusan dan penyelenggaraan rekod-
rekod perubatan dan rekod pembekalan
ubat

4. Perkongsian data dengan fasiliti dan
institusi Kementerian Kesihatan Malaysia
yang menggunakan sistem MyUBAT bagi
tujuan rawatan

5. Pentadbiran permintaan, pertanyaan,
aduan dan isu undang-undang

6. Keselamatan sistem termasuk pencegahan
penyalahgunaan, pengesanan aktiviti
meragukan dan keperluan audit

Anda boleh memilih untuk bersetuju atau tidak
bersetuju dengan tujuan berikut:

1. Perkongsian data dengan agensi-
agensi kerajaan berkaitan

Merangkumi agensi kerajaan selain KKM e

bagi tujuan penyelarasan dasar atau
pematuhan peraturan khusus.

2. Analisis, latihan dan aktiviti
penambahbaikan perkhidmatan

kesihatan O

Melibatkan aktiviti analitik untuk
meningkatkan kualiti perkhidmatan dan
kefungsian sistem MyUBAT.

3. Penghasilan laporan, penerbitan dan

statistik kesihatan O

Data digunakan dalam bentuk agregat yang
tidak mengenal pasti identiti individu.

4. Program sokongan pesakit

Melibatkan program pematuhan ubat, O

peringatan khas atau inisiatif yang memberi
manfaat kepada pesakit.

5. Penyertaan dalam tinjauan atau kaji

selidik pengalaman pesakit O

Digunakan bagi tujuan penambahbaikan
pengalaman pengguna.

6. Pemberitahuan makluman berkaitan

kempen kesihata &
A O 2 °
N O F-3
titama Bekalan Axaun Notifikasi Utama Bekalan Akaun Notifikasi

Example of a Health Data Processing Notification in an Application Privacy
Notice
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RELEVANT EXISTING ACTS AND REGULATIONS

The following Acts, Circulars and Guidelines were referred to in developing
these Guidelines, but not limited to —

1.
2,
3.

o &

© N

10.
11.

12.

13.

14.

15.

Akta Rahsia Rasmi 1972 [Act 88]

Akta Pencegahan dan Pengawalan Penyakit Berjangkit 1948 [Act 342]
Akta Kemudahan dan Perkhidmatan Jagaan Kesihatan Swasta 1998
[Act 586]

Akta Perkongsian Data 2025 [Act 864]

Pekeliling Am Bil. 1/2015: Pelaksanaan Data Terbuka Sektor Awam
Pekeliling Kemajuan Pentadbiran Awam Bil. 2/2021: Dasar
Perkongsian Data Sektor Awam

Polisi Keselamatan Siber versi 1.0, 2025

Dasar Perkongsian Data Nasional, KKMM

Code of Practice for Private Hospitals in the Healthcare Industry
(Pursuant to Section 23 of the Personal Data Protection Act 2010 [Act
709))

Code of Professional Conduct, Malaysian Dental Council

User Access Control Policy (UACP) Guidelines, Ministry of Health
Malaysia, 2011

Guidelines on the Handling and Management of Patient Medical
Records at MOH Facilities 2023

Guidelines for Conducting Research in Ministry of Health Institutions
and Facilities, 3rd ed. (2021)

Malaysian Medical Council Guideline: Confidentiality Guideline, Maijlis
Perubatan Malaysia (2011)

Malaysian Medical Council Guideline: Consent for Treatment of
Patients by Registered Medical Practitioners, Majlis Perubatan
Malaysia (2016)
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